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FALSEHOODS 
PROGRAMMERS BELIEVE 

ABOUT USERNAMES
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PROGRAMMERS BELIEVE 

ABOUT USERNAMES❌



 https://twitter.com/swiftonsecurity/status/1057395418760429568

https://twitter.com/groby/status/1050394295360843777
https://twitter.com/swiftonsecurity/status/1057395418760429568


https://twitter.com/groby/status/1050394295360843777

https://twitter.com/groby/status/1050394295360843777


IDENTIFIERS ARE HARD.
Your number is 078-05-1120. 

Maybe write it down and keep it in your wallet. 



➤ /users/12345/ 
➤ /users/23456/ 
➤ /users/34567/



https://twitter.com/errbufferoverfl/status/1019769424629207041

https://twitter.com/errbufferoverfl/status/1019769424629207041
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UNIQUENESS IS HARD.
The invention of writing may 

have been a bad idea.



CREATE TABLE accounts ( 
  id SERIAL PRIMARY KEY, 
  username TEXT UNIQUE, 
  password TEXT, 
  email TEXT 
);



➤ janedoe 
➤ JaneDoe



CREATE TABLE accounts ( 
  id SERIAL PRIMARY KEY, 
  username CITEXT UNIQUE, 
  password TEXT, 
  email TEXT 
);



ß ➡ ẞ or SS
ĳ ➡ Ĳ never Ij

Σ ➡ σ or ς
i ➡ I or İ 
I ➡ i or ı



➤ javier_báez 
➤ javier_báez



b\u00e1ez 
ba\u0301ez



from unicodedata import normalize 

# The unicodedata module exists in 
# Python 2 and 3. 
# The casefold() method of strings 
# is only in Python 3. 

username_for_comparison = normalize( 
    'NFKC', username 
).casefold()



➤ janedoe@example.com 
➤ JaneDoe@example.com 
➤ jane.doe@example.com



SECURITY IS HARD.
Let’s go shopping… 

with someone else’s credit card!



https://xkcd.com/327/

https://xkcd.com/327/


➤ jane_doe 
➤ jаne_doe



jane_doe 
j\u0430ne_doe



$ pip install confusable_homoglyphs 

from confusable_homoglyphs import confusables 

if confusables.is_dangerous(username): 
    # Reject the username here. 
    # If you're checking an email address, 
    # first split it into local-part and 
    # domain, and check those individually.



➤  jane_doe ➡ /users/jane_doe/ 
➤  login ➡ /users/login/



https://twitter.com/EdOverflow/status/954093588362809345

https://twitter.com/EdOverflow/status/954093588362809345


➤ jane_doe ➡ jane_doe@example.com 
➤ postmaster ➡ postmaster@example.com 



https://www.theregister.co.uk/2011/04/11/state_of_ssl_analysis/ 

https://www.theregister.co.uk/2011/04/11/state_of_ssl_analysis/


➤ jane_doe ➡ jane_doe.example.com 
➤ secure ➡ secure.example.com



https://ldpreload.com/blog/names-to-reserve 

https://ldpreload.com/blog/names-to-reserve


DOING IT RIGHT IS HARD.
This is the part where I say: 
“tripartite identity pattern"



http://habitatchronicles.com/2008/10/
the-tripartite-identity-pattern/

http://habitatchronicles.com/2008/10/the-tripartite-identity-pattern/
http://habitatchronicles.com/2008/10/the-tripartite-identity-pattern/


DO THE RIGHT THING 
EVEN THOUGH IT’S HARD.

Come find me if you have questions. 

Slides will be online shortly. 
@ubernostrum on Twitter for the link.


